Canadian Regions Phone Initialization

(Rev 02/08/2023)

Overview

This will be the process of enrolling a phone into our MDM (Mobile Device Management). Fully
charge your phone using the charger provided with the device and allow 30-40 minutes to
complete setup. If you meet any issues during the setup process, contact
groupitmdmstaff@opex.com.

Initial setup
1. Turn on the phone by holding down the power button.
2. After a few moments, you will be greeted by a white screen that has “Welcome!” at the top and
“Start” at the bottom. Tap Start.

Welcome!

English

Emergency call

Accessibility

3. The next page has “For your review” at the top, tap the first two circles that start with,
“I agree to the terms and conditions...” and “I agree to the privacy policy.” Then tap
Agree.
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For your review

., lagree 1o the Terms and Conditions,
including the Arbitration Agreement,

Details
" 1agree to the Privacy Palicy
Details

. I agres to the sending of diagnostic data
- {optional)

Details

Agree to all {optional)

4. The next screen will be titled “Phone activation” and will detail how the phone is now activated,
tap Next.

Phone activation

Your Verizon Wireless phone is now activated
Your phone number is

You will not be able to send or receive phone
calls, including emergency calls, until you
finish setup.

Emergency call

5. The next page will be titled “Set up Wi-Fi”, this will prompt you to select your WiFi from a list of
available connections. Select a trusted and known network (with a lock icon on it). This is
important to maintain the security of the information provided during this process.
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Set up Wi-Fi

Refresh list

Skip

6. Once you select a network and successfully authenticate, you will see “connected” listed under
your selected network. Tap Next.

Set up Wi-Fi

+  Add network

Refrash list
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7. After a few moments you will come to a screen titled “Copy apps & data” tap Don’t
copy.

S¢

Copy apps & data

Don't copy

8. The next screen will take you to the Google sign in page. Instead of typing in your personal email
account, tap the “email or phone” text box and type afw#maas360 and tap Next.

Google
Sign in

with your Google Acsount. Learn more

Forgot email?

skip

& afwhmansdst

i lofstalslof7]alo]?
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9. After a few moments, you will come to the page titled “This device belongs to your
organization”, tap Next.

[aal
This device belongs to
your organization

10. Next page is titled “Set up your phone”, tap Continue

samziing Knox Privacy Policy (o5&
How e manage your data.

Google

il manage and manitor this phone using

g 8pps:

11. After this, you will encounter various pages with the text “Setting up your device...” at the
bottom. Once this is done loading, you will come to the page shown below, tap Next.
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This device isn't private

Yaur activity & date

12. The next page titled “Google Services”, scroll down, and uncheck (by tapping the toggle button)
next to “Send usage and diagnostic data”. Tap Accept.

Canada Phone Setup OPEX Confidential Page 6



13. The next page titled “Protect your phone” will prompt you to entering in a PIN. Tap PIN and go
through the steps to set up a PIN.

14. Potential Known Issue: After this step it may take you to the typical home screen with
apps. If this happens, swipe up to get to the list of apps and tap on the Maas360 app
to get to the next step.

15. Now you will begin signing into your OPEX email account. On the next page, type in your
email address in the box next to “Email Address” (ex: jdoe@opex.com). You may need
to type in the corporate ID which is opex.
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16. On the next page, tap the continue button.

17. The next steps take you through our CyberArk sign in page. You will be required to
authenticate using your set up MFA method. If you are having any issues with these
steps, please contact GrouplTSecurity@opex.com.

18. Once you are authenticated with CyberArk, you will be asked to accept the terms. Tap
the continue button.
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19. Once again, it will ask to accept more terms. This time, tap the checkbox next to “I have
read and accept the terms” and tap the continue button.

Accept Terms

20. Now you will be redirected to the home screen. If you do not see the MaaS360 app on the home
screen, swipe up to see your list of apps and tap MaaS360. It may be on the second page of
apps, you can scroll to the left to see them.

1058 ‘'@O@EC -

Search

o

21. Tap Settings (the cogicon)
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App Catalog Settings

I O <

22. “Compliance Status” should show “Out of Compliance”, tap Compliance Status.

Settings

\-’é Compliance Status
. QOut of Compliance
—_

= Enforced Policies
E My Device

~ Passcode
Launcher Settings

/ng Downloads

1 O <
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23. Once you are on the page, tap Enable Location permission.

2:36 “iC !

<  Compliance Status

Device Out-of-Compliance
Device is out of compliance for the applied policy.

A Apply the settings below within the specified time

limit or your IT Administrator will be alerted.
Apply within 28 minutes 32 seconds

Enable location permission

@é Location permission has been mandated by your
administrator

11 @] <

24. Make sure that “Precise” has a blue circle around it then tap While using the app.

@aEC -

Compliance Status

Device Out-of-Compliance
Device is out of cempliance for the applied policy.

AN apply the settings below wilhin the speoified time
limit o your IT Administrator will be alerted.
Apply within 29 minutes 12 seconds

Q

Allow MaaS360 to access this device’s
location?

-
-
Precise Approximate
While using the app

Only this time

Don't allow

25. It will pop up asking for more permissions, tap Continue.
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Allow Maa$360 to access device
location

NMaaS360 requires access 1o your device
location in background in arder ta detect
insecure networks and recognize device's
entry into secure preconfigured locations
This is critical for security of your device and
data.

To enable location permission in the
background:
1. Tap on 'Continue’ on this dialog box.

2. Tap on ‘Allow in settings’ in the

next prompt. This will open the lacation
permission screen for MaaS360.

3. Select 'Allow all the time' on the screen.
4, Enable the 'precise location' checkbox.

CANCEL CONTINUE

26. On the next page, select Allow all the time, then tap the back arrow at the top. You are finished!

1059 “@OEC - =l 15%

&

Location
permission

MaaS360

Location access for this app

®  Allow all the time

Allow only while using the
app

Ask every time

Don't allow

llen nranica lnnatinn

I O <

27. You are all finished with the setup of your new device! Apps will begin to download and install
now that you are compliant. Give this some time as depending on your network speed it could
take up to 30 minutes to an hour.

a. If you have any issues after waiting an hour, please contact
groupitmdmstaff@opex.com.
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Outlook Setup

1. It may take up to 30 minutes to an hour to finish downloading and installing the apps. If you do
not see Outlook in your list of apps, you can manually download and install it from the Play

Store.

2. Open the app list by swiping up and tap Outlook.
3. Once the app loads, it will prompt to send you notifications. We recommend you tap Allow, to
allow you to receive alerts when you get an email.

Welcome to Outlook

Designed to work with your
favorite Samsung devices.

Allow Outlook to send you notifications?

Allow

Don't allow

4. Tap Add Account.

36w Tl = 59% .

Connected and
protected

Qutlook protects your privacy and
helps keep you and your info safe

ADD ACCOUNT

CREATE NEW ACCOUNT
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5. The next page will show your OPEX email account already, since the device is tied to it. Tap Add
Account.

237 "cH

Add Work Account

0 ntyler@opex.com
Office 365

<« ADD ACCOUNT >

] O <

6. The next step will take you to the CyberArk MFA sign in process, similar to step 17 above. You
will need your OPEX email address and password provided by IT.
a. If you are having any issues with these steps, please contact
GrouplTSecurity@opex.com.
7. Once you are authenticated, you are all set to send and receive emails! It may take a few
minutes for emails to flow down to your new device.

Microsoft Teams Setup
1. It may take up to 30 minutes to an hour to finish downloading and installing the apps. If you do
not see Teams in your list of apps, you can manually download and install it from the Play Store.
2. Open the app list by swiping up and tap Teams.
3. If you followed the steps above to setup Outlook, your account will be automatically available to
sign in. Tap your email address from the list.
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Microsoft Teams

&

1

Select an account to sign in with

ntyler@opex.com
ntyler@opex.com

gﬂ Sign in with another account

No account? Create one for free

Join a meeting

1 0 <
4. The next step will take you to the CyberArk MFA sign in process, similar to step 17 above. You
will need your OPEX email address and password provided by IT.
a. If you are having any issues with these steps, please contact

GrouplTSecurity@opex.com.
5. Once you have signed in, press next on all of the setup pages to finish the setup process.

3 mTEm Tl T

23E @ CEP Saclha  23EE CG@ e

Callaborate with others and Chat with your colleagues Have meelings and calls
share files in channels. ONE-on-one or in group with audio, video, and
chats screen sharing.

““

< 1 o ¢ 1 ] <

0

CyberArk Identity Setup
1. It may take up to 30 minutes to an hour to finish downloading and installing the apps. If you do
not see CyberArk Identity in your list of apps, you can manually download and install it from the
Play Store.
2. Open the app list by swiping up and tap CyberArk Identity.
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3. Once the app is loaded, you will use your OPEX email address and password to sign in (similar to
step 17 in the setup process above). Once you have authenticated with your pre-configured
authentication method, the setup process will be completed.
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